Answer Sheet – Level 2 Principles of ICT Systems and Data Security (7540-011) Assignment A
Task A1:  Identify and briefly describe the consequences of seven common physical threats to ICT systems and data including hardware damage, loss and theft eg
· deliberate damage to hardware or equipment

· inadequate physical security

· loss or theft due to size or portability of devices

· accidental damage to hardware or equipment


	

	

	

	

	

	

	


Task A2: Identify and briefly describe the consequences of the following types of malicious code: 
· Virus

· Trojan

· Logic bomb

· Worm

· Spyware.

	

	

	

	

	


Task A3: Identify and briefly describe the consequences of six other electronic threats to ICT systems and data.

	

	

	

	

	

	


Task A4: List three of the security vulnerabilities associated with remote access technologies, including wireless.
	

	

	


Task B1: Identify and briefly explain the function of physical access control and security for ICT systems including:

· locks (hardware locks and entry locks)

· biometric controls (fingerprint and voice recognition)

· CCTV

· fire control systems

· Shielding (cable screening).

	

	

	

	

	


Task B2: Identify and explain ways of providing electronic  protection and security controls for any six of the following:

· firewalls

· virtual networks

· secure  connection/transfer  protocols

· wireless connection security

· login and password protection

· access rights and permissions (including limiting data access)

· virus, malware and spyware protection

· secure remote access

· backup and restore systems.

	

	

	

	

	

	


Task B3: Identify and give examples of three characteristics of strong passwords.
	

	

	


Task C1: State two methods for applying cryptography to ICT systems and data security.
	

	


Task C2: State how Public Key Infrastructure (PKI) operates
	


This form can be handwritten or completed electronically. 
