Answers – Internet Safety for IT Users Level 1 

(7574-135) Assignment B
LEGAL CONSTRAINTS AND ONLINE GUIDELINES

Task A1

I have found some pictures on the internet that have the ‘©’ symbol.  Can I freely use them and what does the symbol refer to?
	


Task A2

I think a friend’s child is being groomed on the internet.  Is there any organisation that I can turn to? 

(Only give one example of an organisation and screen print their home page)
	


Task A3

What guidelines and procedures should a company have in place for the safe use of the internet?  
(Give three examples)
	


RISKS THAT CAN EXIST WHEN USING THE INTERNET

Task B1

What does the term ‘phishing’ relate to?  
	


Task B2

When working online, how can I use software to prevent unauthorised access to my computer’s data?  

(Give one example and screen print a suitable software setting)
	


Task B3

I download a file from the internet and several of my other files have now been corrupted.  What is the most likely cause and how can I prevent it happening in the future? 

(Give one example and include a screen print of a suitable prevention)
	


Task B4

Is it safe to complete online forms with my personal details and banking references?  Is there an online guide I can refer to?

(Give one example and include a screen print of a suitable online guide)
	


Task B5

If a picture has been posted on the internet, I am informed that it is free to use for any purpose.  Is that correct?  

	


Task B6

Is all information posted on a website reliable and up to date? 

	


WORKING SAFELY ONLINE
Task C1

Is it safe to open email attachments that come from unknown sources? 
	


Task C2

I want to ensure that my credit card numbers and log on scripts/ passwords remain safe. Is there any software that I can use to protect myself?

(Give one example and include a screen print of the home page of one such software provider)
	


Task C3

What are the symptoms of ‘cyber bullying’.  
(Give three examples)

	


Task C4

Where can I get help and information online about staying safe when on the internet?  

(Give one example and screen print the home page of a suitable source)
	


Task C5

What is an email filter?

(Include a screen print of an email filter being configured or a current setting)
	


PROTECTING YOUR DATA

Task D1

What is the difference between Freedom of Information and Digital Copyright?

	


Task D2

What can anti-virus protection software do to protect my computer system when connected to the internet? 

(Give three examples)
	


Task D3

When I am on the internet, if I see the padlock icon can I assume that this is a secure site?

(Include a screen print of a security certificate)
	


Task D4

I am considering joining a social networking site.  What controls are there to limit access to my profile?

(Identify one site that gives advice on privacy settings and screen print their home page)
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